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The impact of code and technical debt
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Technical Risk

The potential for losses due to 

failures or shortcomings in 

technology systems, processes, or 

implementations that can impact 

project outcomes or business 

objectives.

Is that different from Technical 

Debt?



Technical Debt

The accumulated costs and future liabilities 
resulting from shortcuts or suboptimal 
technical decisions made during the 
software development process. It represents 
the work that needs to be done before a 
piece of software can be considered 
complete or optimal.

• Code debt

• Architectural debt

• Technology debt

• Testing debt

• Infrastructural debt

• Know-how debt



Technical Debt Quadrants

RECKLESS PRUDENT

ACCIDENTAL

DELIBERATE

“ We don’t have time for 
design”

“ We must ship now and deal 
with the consequences”

“What’s Layering?”
“ Now we know how we 

should have done it”



Does your portfolio have a technical debt 
problem?



Do we see a tech debt problem?

Avg of 144 products 
seen in the past years 

on M&A



Technical Debt Quadrants

Is there focus the risk mitigation? Which items? 



Technical Debt Quadrants



What is your process to manage technical debt 
in your portfolio?



Who measures technical debt?

Besker, T., Martini, A., Bosch, J. (2019) “Software Developer Productivity Loss Due to Technical Debt”

Antonio Martini, Terese Besker, and Jan Bosch. 2018. Technical debt tracking: Current state of practice: A survey and
multiple case study in 15 large organizations. Science of Computer Programming 163 (2018), 42–61.

none of the interviewed companies had a clear 
strategy on how to track and address the 
wasted time



TSS Security Control Framework a.k.a. TSS SCF

In TSS the TSS SCF was introduced in 2022 and 
covers areas that are related to security: 

• penetration tests, 

• data encryption

• security requirements (OWASP ASVS)

• unsupported software

Impact is high, companies see vulnerable or 
unsupported third-party dependencies as 
uncompliant and leads to pressure to change 
including in M&A.

Until now MD had to sign that he acknowledges 
the risks, and fines can be applied for not 
addressing the issues.



Measuring2



Measuring software quality
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ISO / IEC 25010:2011 Product Quality Model
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R&D Metrics

Code Debt

Duplication

• % of du pli cated lin es of code fro m the 
codebase shoul d n ot exceed 4. 8%

% of code in methods / 
functions / procedures with 

more than 15/ 30 / 60 lines of 
code

% of code in methods / 
functions / procedures with 

cyclomatic complexity higher 
than 5/ 10/ 25

% of code in methods / 
functions / procedures with 

more than 3/ 5/ 7 arguments

Technology 
Debt

Number of dependencies that 
are unsupported 

Number of dependencies that 
have security vulnerabilities 

Number of dependencies that 
have uncompliant license 

Testing Quality 

Number of lines of code 
changed in the last released 

version 

Number of bugs that have 
been reported and accepted 
as software bugs for the last 

release 

Number of tickets that have 
been raised for the last 

release



How code debt looks like?

Red: more than 25 decisions / method

Yellow: more than 10 decision / method

Green: more than 5 decision / method



Looking at a long running project



Looking at a long running project



23

Code debt – why is it important



R&D Metrics
24 products measured
2 portfolios
None had zero risk



R&D Metrics 24 products measured
2 portfolios
2 had zero code risk
None had zero risk



R&D Metrics Cyclomatic complexity, high 
number of decisions, the 
biggest problem.



R&D Metrics
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Does these results match your expectations?



Impact2



What is the impact of code debt is in your 
portfolio?



The impact of code debt
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Tracking planned vs. unplanned work?



The impact of code debt
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Increasing, not diminishing returns
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Increasing, not diminishing returns
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Should we do, something about Technical Debt?



thank you
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